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Dear  ,
One of our goals at Retirement Planning Specialists, Inc., is to continuously keep our clients updated on areas that we find are very important to them. In addition to providing you with investment direction and advice, we also try to offer information and reports that will help you continuously keep you informed on issues that may affect you.
One of the major issues that many of our clients have discussed with us is that of identity theft. To address this critical area, we have done some research and have prepared this report. As you know, we are not experts in identity theft, but did do quite a bit of research and consulted with reports written by the Federal Trade Commission and other very highly credible sources.

Please consider this letter from us general information that can be helpful to you, our client, on identity theft.

As you probably already know, identity theft is one of our nation’s fastest growing problems. With every advance in technology, it seems there are those who will quickly find a way to put it to use for their own unlawful gain.

In 2005, the Federal Trade Commission reported that there were over 255,000 identity theft complaints filed. That doesn’t even take into account those people who never bothered to file a formal complaint, or those whose complaints were filed under other categories, such as theft or mail or internet fraud. This number is expected to increase again in 2006 and 2007.

The only bright side to this problem is that people seem less likely to be victimized the older they get. While 34% of all 2005 victims were under 30, 44% were between 30 and 50, 13% were in their 50s, and only 9% were over 60.

Thieves can get your personal information, such as your social security number, address, birth date, bank account number, etc. in a number of ways. They can steal your wallet or purse, steal information out of your home, steal your incoming or outgoing mail (including bank and credit card statements, bills and other personal information), sort through your trash or the trash of businesses you’ve patronized, hack their way into a personal or business computer system, or any number of other methods. Some thieves simply talk people into giving them information by posing as someone who would have a right to know it or claiming they need you to verify your account information.

Once they have this information, they can wreck havoc with your good financial name. They can run up charges on your credit card, changing the billing address so it will be awhile before you realize what has happened. They can open new accounts in your name, including bank, phone and utility accounts; write counterfeit checks; drain your bank account; pay taxes or file for bankruptcy in your name; or get official ID issued in your name. It has even been known to happen that an identity thief will give the victim’s name if they get arrested, and when they don’t show up for court, the police come after you!

It’s no wonder so many people across the nation are becoming slightly paranoid about their personal information and who has access to it. Almost everyone has heard at least one person’s horror story of the long and difficult path to clearing their name (and credit rating!) after identity theft has occurred. 
We understand your concerns on this issue and we wanted you to know that there are things you can do to help protect yourself. The following steps are very simple and could save you a huge headache down the road!

1. Don’t give out personal information.
Don’t ever provide personal information over the phone, by mail or on the internet unless you have initiated the contact and know exactly how the information will be used and whether it will be shared with others. If someone contacts you and you think it might be legitimate, break the contact and use a listed phone number or web address that you know to be valid to reestablish contact. Never use a number or email link that they provide, as these may be traps set up to look like the real thing.

2. Protect your social security number. 

Never have it printed on your checks or driver’s license, and never carry your card in your wallet. Only give out your number when necessary, such as applying for store credit, where it is used to perform a credit check. Even then, ask if you may give your number verbally without putting it in writing.

3. Don’t leave personal or financial information sitting around.
Make sure you do not leave any personal or financial information inside or outside your house. Before throwing anything in the trash, shred or otherwise destroy documents such as credit card receipts, old credit cards, credit offers, or bank, medical or insurance statements. Also, collect your mail promptly, and use a post office collection box for outgoing bills. Whenever you go on vacation, ask the post office to hold your mail.

4. Pay close attention to your billing cycles. 

If your bills are even a couple days late, contact your creditor. Late or missing bills could mean that an identity thief has changed the mailing address on an account to avoid detection.

5. Keep your information in a safe place.
Always keep your information in a safe place in your home, especially if you are having work done on your home or hire outside help.

6. Use creative passwords.
Always use creative passwords to protect your information. Stay away from obvious choices such as your mother’s maiden name, a pet’s name, your birth date, or any other easily available information.

7. Access free annual copies of your credit report.
You can access free annual copies of your credit reports from all three national consumer reporting companies at www.annualcreditreport.com or call 877-322-8228. You are legally entitled to one free copy per year, so make use of that. (Note that if you choose to go through the reporting companies individually they can charge you up to $9 for a copy of your report.)

These seven steps do not require much time or effort on your part, but they will make things more difficult for anyone who wants to illegally access your personal information. 

If you want to take it a step further and reduce the amount of unsolicited credit offers arriving in your mailbox (which an identity thief could snatch and use as their own), there are ways to cut down on this junk mail. 
· Call 1-888-5-OPTOUT (1-888-567-8688) and ask them to stop any pre-screened offers from being sent to you.
· On the Direct Marketing Association’s website (www.the-dma.org, in the section “For Consumers”) you can opt out of direct mail marketing, email marketing or telephone marketing conducted by many companies. You can also write to them at PO Box 643, Carmel, NY 10512.

If your purse, wallet or other personal information has been lost or stolen, that does not necessarily mean you are a victim of identity theft. However, even a regular “old-fashioned” thief may choose to use this information once he or she has it. The quicker you act to stop that from happening, the better off you will be. Close all accounts and open new ones that are password-protected. Call any of the three national consumer reporting companies and put an initial (90-day) fraud alert on your credit reports. Cancel your driver’s license, get a replacement and have them flag your file so that no one else can get an ID in your name. And finally, be sure to report any theft to the police. Be vigilant about checking your statements and credit reports for at least a year following any loss or theft just to be sure no one tries to use your personal information. These steps are all covered in more detail in the remainder of the letter, when I address what to do if you are the victim of identity theft.

It is interesting—and a little scary—that according to statistics on the FTC website, only 43% of ID theft victims reported noticing the problem in less than a month. 16% discovered it within 6 months, and 7% between 6 months and a year. A whopping 32% of victims of identity theft did not know they were the victims of identity theft for over a year—in some cases, up to several years later!

Despite any precautions you may take, it is always wise to be aware of the signs that you might be a potential victim. Some of the more common red flags are bills that are late or do not arrive, unexpected credit cards or account statements, being denied for credit or offered very poor credit terms, or calls or letters about unknown purchases.

If you do determine that you have become a victim of identity theft, it can feel overwhelming. You may not have much idea of what damage they have done, or what steps you need to take to stop them and start regaining your good financial standing. Of course, you can always turn to our office as a resource. I am hoping you will also choose to file this letter so that you can pull it out if you ever need it, which I hope you never do!

In the case of identity theft, you must take the following action, and do everything as quickly as possible to stop the thieves from continuing to use your information. Make lists of who you need to contact and be as organized about it as possible. Whenever you make phone calls, write down the date and time and the name of the person you talked to, along with any notes from the call. Start a file where you can keep all your paperwork together in one easily accessible place, and keep this file even after you believe all your disputes have been settled. Finally, be aggressive and persistent. If someone is not giving you the help or the answers you need, ask to speak to a supervisor.

1. Place an initial fraud alert on your credit reports. 
This alert, which will stay active for 90 days, will ensure that creditors must verify your identity before making any changes to your accounts or opening new accounts. It is only necessary to call one of the three consumer reporting companies. Their toll-free numbers are:  
Equifax 
1-800-525-6285

Experian 
1-888-397-3742 (1-888-EXPERIAN)

TransUnion 
1-800-680-7289. 

When you place a fraud alert, you can get a free copy of your credit report. Check it carefully for any companies you don’t recognize, accounts you didn’t open or unknown charges on your accounts. Remember to check your own name, SSN, and employer also, as thieves will sometimes change basic information to suit their own purposes.

After you’ve completed the rest of the steps, you can go back and get an extended alert on your credit report. An extended alert stays active for seven years. To get this, you will need to provide a copy of an identity theft report. You will also receive two free credit reports during the first year after placing the extended alert, and the consumer reporting companies will automatically remove your name from all marketing lists for pre-screened credit offers for five years (unless you ask for your name to be put back on before then).
2. Close any account that may have been tampered with.
Close any account that may have been tampered with or opened without your knowledge. Ask to speak with someone in the security or fraud department at each company or institution. Ask for fraud dispute forms to dispute any charges made by an identity thief. If they don’t have special forms, send a letter to the address given for “billing inquiries.” If new accounts have been opened in your name, ask if the company accepts the ID Theft Affidavit. (Instructions for completing an ID Theft Affidavit can be found at www.ftc.gov/idtheft.) If not, use their fraud dispute forms or send a letter. 

Follow up any phone calls in writing, especially to banks and credit card companies, and use certified mail, return receipt requested, to keep a record of what the company received from you and when. Keep copies of all correspondence in your file.

Once you have resolved any disputed charges or accounts with a company, ask them to put it in writing for you to confirm that the disputes have been settled. This letter may prove very helpful if any errors crop up later on down the road relating to the fraudulent debt or accounts.

3. When opening new accounts use a non-obvious password.
When opening new accounts, use a password that is not obvious. Avoid using your mother’s maiden name, your birth date or other information that is easily available.

4. File appropriate reports and complaints.
Whenever you have a problem with identity theft, please file a police report (in person, if possible) and provide as much information as you can. Get a copy of it for your file. 

File a complaint with the Federal Trade Commission (www.ftc.gov/idtheft or call 1-877-438-4338) to give law enforcement more information to help fight identity theft nationwide. 

To file an identity theft report with the consumer credit reporting agencies in order to get an extended fraud alert put on your credit report, you will need to submit a copy of your police report or report to the FTC, along with any other requested proof of your identity.

Following these steps as quickly and efficiently as possible can make the process much easier for you, and possibly less costly as well. If you need additional information about specific problems related to identity theft, such as the specifics of dealing with stolen ATM cards, credit cards, fraudulent checks, etc., the Federal Trade Commission website has an enormous amount of detailed information. Their site is www.ftc.gov/idtheft. 

Again, we hope that you never need the above information, but we do encourage you to be aware of the problem and to take the simple precautionary actions listed earlier in this letter to help make it more difficult for identity thieves to access your personal information.

If you have any questions about the safety of your financial information, I am happy to discuss that with you, along with any other aspect of identity theft you are concerned about. I hope this report has helped you. I look forward to talking with you at our next meeting. Our goal is to continuously keep you as our client aware of all important financial issues and topics that can help you. 

We appreciate very much the confidence you have shown in our firm. If you would like to get a copy of this report for a good friend or family member, please call our office and we would be happy to mail one to them.

As always, we thank you for the opportunity to work with you.

Warmest regards,

Thomas B. Gau, CPA, CFP
Source: ID Theft Clearinghouse Data, January - December 2005" as reported on the Federal Trade Commission website at www.ftc.gov/idtheft
This report is intended to be helpful for informational purposes only.
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